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Definitions  
Personal data – any information relating to an identified, or identifiable, individual. This may include the 
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 to restrict processing; 
 to data portability; 
 to object to processing; 
 not to be subject to automated decision-making including 
 profiling. 
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SCHOOLS 
 
Roles and Responsibilities  
 
The Governing Body of the School and the Head Teacher are responsible for implementing good data protection 
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Where the School seeks consents for processing person data such as photographs at events it will ensure that 
appropriate written consents are obtained. Those consent forms will provide details of how the consent can be 
withdrawn.  
 
Where the personal data involves a child under 16 years written consent will be required from the adult with 
parental responsibility. 
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Appendix A 
 
What staff must do: 
 

 DO get the permission of your manager to take any confidential information home. 
 DO transport information from school on secure computing devices (i.e. encrypted laptops and 

encrypted memory sticks). Wherever possible avoid taking paper documents out of the office. 
 DO use secure portable computing devices such as encrypted laptops and encrypted USB memory sticks 

when working remotely or from home. 
 DO ensure that any information on USB memory sticks is securely deleted off the device or saved on a 

School shared drive. 
 DO ensure that all paper-based information that is taken of premises is kept confidential and secure, 

ideally in a sealed envelope which indicates a return address if misplaced. 
 DO ensure that any confidential documents that are taken to your home are stored in a locked drawer. 
 DO ensure that paper-based information and laptops are kept safe and close to hand when taken out of 

premises. Never leave them unattended. Particular care should be taken in public places (e.g. reading of 
documentation on public transport). 

 DO ensure that when transporting paper documentation in your car that it is placed in the boot (locked) 
during transit. 

 DO return the paper-based information to the School as soon as possible and file or dispose of it securely. 
 DO report any loss of paper-based information or portable computer devices to your line manager 

immediately.  
 DO ensure that all postal and e-mail addresses are checked to ensure safe dispatch of information. When 

sending personal information by post the envelope should clearly state ‘Private – Contents for Addressee 
only’. 

 DO ensure that when posting/emailing information that only the specific content required by the 
recipient is sent. 

 DO use pseudonyms and anonymise personal data where possible. 
 DO ensure that access to SIMS (or equivalent) is restricted to appropriate staff only, that leavers are 

removed in a timely manner and that generic usernames, such as ‘Sysman’ are disabled. 
 
What staff must not do: 
 

 DO NOT take confidential information to an entertainment or public place such as a pub or cinema, 
whether held on paper or an electronic device. Any information must be taken to the destination directly 
and never left unattended during the journey. 

 DO NOT unnecessarily copy other parties into e-mail correspondence. 
 DO NOT e-mail documents to your own personal computer. 
 DO NOT store work related documents on your home computer. 
 DO NOT leave personal information unclaimed on any printer or fax machine. 
 DO NOT leave personal information on your desk overnight, or if you are away from your desk in 

meetings. 
 DO NOT leave documentation in vehicles overnight. 
 DO NOT discuss case level issues at social events or in public places. 
 DO NOT put confidential documents in non-confidential recycling bins. 
 DO NOT print off reports with personal data (e.g., pupil data) unless absolutely necessary. 
 DO NOT use unencrypted memory sticks or unencrypted laptops. 
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Appendix B 

This procedure is based on guidance on personal data breaches produced by the ICO. 

 




